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Multi-Factor Device Self-service password Role-based Application usage
Authentication Registration management access control monitoring
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Customer and
partner identities

Identity platform
for developers

Efficient management
& comphance at scale
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XcellManage | Azure Active Directory

Architecture

Multi-tenant, cloud based directory and identity management service that combines core directory services,
- advance identity governance and application access management.

Simple Self-service Single
connection sign on

Windows Server
Active Directory

Other
Directories

Ii

On-premises Microsoft Azure Active Directory

Azure AD comes in edition : Free | Office 365 apps edition | Premium P1, & Premium P2
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XcellSecure | Azure Active Directory Plans .

SSAPPS.  PREMIUM P PREMIUM P2

Core Identity and Access Management

< Directory Objects1 5,00,000 Object Limit Mo Object Limit Me Cbject Limit Mo Object Limit
< Single Slgn-0On (550) 2 up to 10 apps up ta 10 apps unlimited unlimited
= Easy provisioning ] V]
& Federated Authentication (ADFS or 3rd party IDP) [v]
& User and group management (add/update/delete) v] v]
& Device registration (V]
& Cloud Authentication (Pass-Through Auth, Password V]
Hash sync, Seamless 550)
<& Azure AD Connect sync lextend on-premlises directories V)
to Azure AD)
 Self-Service Password Change for cloud users (v] (/] (v]
& Azure AD Joln: desktop S50 & administrator bitlocker recovery (v
= Password Protection (global banned password) v} v} v} ]
& Multi-Factar Authentication for administrator roles (v] (v} ]
& Basle securlty and usage reports (v ] ]
Business to Business Collaboration
P Azure AD features for guest users (] v} v}
Identity and Access Management for Office 365 apps
2 Company branding (customization of logon and
logout pages, access panel) = -
< Multi-Factor Authentication (phone and sms) ]
& Group access management v} v}
& Self-service password reset for cloud users (v]
& Service Level Agreement (SLA) ] (v]
Device objects two-way synchronisation between v]
on-premises directorles and Azure AD (Device write-back) (v
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XcellSecure | Azure Active Directory Plans

Premium Features
o Password Protection (custom banned password) ] ]
& Pusswird Protection for Windews Server Acthe Difectory |global [ ] ]
el custom banned password) ] ]
o Gell sarvice password resabichange/unlook with on-premises wiils back [+] ]
& Microsaft Cloud App Discoveryd ] a
& Agurs AD Joane MOM aute enrolimant & local admin policy customisation (] [~}
o Apure AD Join: sall-service bitlocker recovery, antarsise stale maming (] ]
o ichvanced secuirity and Usage feports ] [+]
Hybrid Identities
& Apphication Progy ] ]
+ Micrasoft Idantity Manager user CALS ] a
o Condect Healths a a
Advanced Group Access Managemant
= Dynamic groups [/ (]
o Groiip craallesn permlssion delagation (] ]
& Group naming palicy -] [}
& Group eaplration (-] ]
o Unage guidielines [+ ]
o Delault classification ] ]
Conditional Access
& Coplitional Aooess biassed on grosg, lacation and device status ] (-]
& A Inforrmt lon Protection infegration [+] (-]
o+ SharaPolmt Bmited acoes a a
o Tewimn of Use (sel up terms of use for speciiic access) ] ]
& Microsoft Cloud App Security integration a ]
& el party MEA partred iiegrationPraview a ]
& Srd party |der ity governance partners integeation a a
Identity Protection
o Wulrwrabilites arel rlsky accounts detect|on -]
o Risk svints investigation [~}
o Risk basedd Conditional Accesy policles ]
Identity Governance
& Privileged Idertity Management (FIM) ]
<+ Access Reviews a
& Entitlement ManagemeniPreview [~}
& Price Frae Inciided with (1165 TI0BS7AUMELMANth  FI0ABAT uwee manih
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